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ABSTRACT

Due to the COVID-19 pandemic, remote working, e-learning, e-teaching and online collaboration have widely spread and
become popular. Accordingly, the usage of IPsec VPN for security reasons has also dramatically increased. With the spread
of VPN, VPN vulunerabilities are becoming an important target of attack for attackers, and many studies have been
conducted on this. IKE v2 analysis is an essential process not only for developing and building IPsec VPN systems but also
for security analysis. Network packet analysis tools such as Wireshark and Tcpdump are used for IKE v2 analysis.
Wireshark is one of the most famous and widely-used network protocol analyzers and supports IKE v2 analysis. However
Wireshark has many limitations, such as requiring system administrator privileges for IKE v2 analysis. In this paper, we
describe Wireshark’s limitations in detatil and propose a new analysis method. The proposed analysis method can analyze all
encrypted IKE v2 messages in real time from the session key exchange In addition, the proposed analysis method is
expected to be used for dynamic testing such as fuzzing as packet manipulation.
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ance) £ZE(17)9} e £F4& =318
StrongSwan(14]¥ #22 2E4~ 7] [Psec
VPN £74& 443 + glth. =+ [Psec 55
Faste] a6 wet A ERAS AA L
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o AL o] F AAIZE EAs 1R A %

VPN ARge] F71gtel wel VPN #4234
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ﬂw. T. Kai (5 % 594 7]4e ol g3t
of M2 2 &34 A3 vnE Zd 73 oF
5 st 919 dFElA= IKE v2 ZEE
2 24E 93 o1 A FAste] Halsigich. of
23 A oA 3t IKE v2 F7l #£42 vl=
Al Zogh FiolH o]F flelA thekgt WS &
S5 Ao F350] Hr o] = [Psec VPN

de Aule AR 34 74 (3.6

I Aujxs ZA A A2"E AE FGrH9)d ik 4

[Psec VPN F x4 ZREFEA, YE
Az AZelA 1P el vigt A5 7|dAde ¢l
gt AH(Authentication Header)¢} ESP (En-
capsulating Security Payload), =#]x =gt
A2 A58 913 SA(Security Association)Z
ZHgo2  AAsE IKE(Internet Key
Exchange) ZT2EZ2E FAXY [KE v2+ 7|&
IKE v1Xt} 7] 23 3AS Zof o] 7pHa 384
oW Au] AR A hat kAol 7FshE et
(1). =3k ToT tinfe]xg} zro] &m|AY, wxe,
Azl 58 5 gizu) A A6 s ool
7Fed & 78 el dEiA e AlgkEdek(2).

Wireshark(13)& WES = #A4q 85 of
EAel =324, ICMP, TCP/UDP, HTTP,
SMTP %=t oz} IKE, ESP 5 tlofst vES
I ZREZS AANZter A 4 gt [KEE
A 13 A" 22 UHv, WiresharkellA o] &
A E aTEe Feprlele A7 o2
IKE v19 7%= Initiatord 7] @3 4=
717 27=9, IKE v29 Z$ol& Initiatore}

Responder?] SPI9} AlAd7], <3 dae]=,
A adag]Ze] aFE [KE v2 42 93

= AT = A|2Ee ZUAY FA4A BAF
g 7 Fed 840]7] wiel] kAl He
of git}, ulebA o] & FE3|Ft 4] don,
SaiAl= IPsec VPN Al=gl 2|#p Hdgke] 1

gasiel, AR, AR AnldAe A4
s = ik

IKE v2 AAZF 4L [Psec VPN A& 7))

4 g 2 F A rse A4S sk

83}, Wiresharks o]&3te] IKE v2 T2%
A 7R o) F HEM= AAd7] 53
A EAgT) B =il olee gl
NAss AZE B4 7S Ak}, Alekst
71¥e MITM o2 Initiatore} Respon-
der Alelell $x|3te] HAl HZlS AAZEOR E
Ak 4 9ok

2 =5 AL ot Aok 1 AollA= IKE
v2ellA e A7l 3 2 A A5 ds) 7]
%38l IHZW]/Hh g xAel WEYT 4 =39
Wiresharkell4l IKE v2& ®4ste whde] dis)
AAE] Z1Estar olel wWidk AIHS #Adt IV
Aol Aksle 4 71 Ad Al s
Akl VAolA] A2 o uhigl g}

nzﬂ“‘l"}:o-m
>otfn 2 do 4y omd
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4
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or o my O{N pi?‘:
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lI. IKE v2

IKE v2& Y=Yz =39 2352 93 AA4d7
o} oz} Hob FEpH|E(SA: Security Asso-
ciation) & A2 AAs= 7] I ZEEF]
t} IKE v2el4 SA AALE 847 5 A (HA
7)) Ao g o]FoAn  Fig. 1.7} o] IKE_SA_
INIT, IKE_AUTH, CREATE_CHILD_SA,
INFORMATIONALZ A€t}

IKE_SA_INIT 23 A= o|F s+
AR &S Heslr] $& A7 s d3EE
529 IKE SAE AA3}H AA7]= Diffie-Hell
man 7] 23 ZREZN B 7pA] gpudake 59
A=, AHEE ots o3
sponderdlA A|¥s= 43 F=E(cipher suites)
F AR EFalsto] A

IKE_ AUTH =3 #FHeM= Az A5
CHILD SAE ZAgH. IKE_AUTH #HAA+=
IKE_SA_INIT 23 #AH ZAAE SAHAT

fl
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Initiator Responder

@ IKE_SA INIT(request)
<HDr, SAi, KEi, Ni>

2 IKE_SA INIT (response)
<HDr, SAr, KEr, Nr>

(3) IKE_AUTH(request)
<HDr, Idi, AUTHi,Idr, SAi2>

@ IKE AUTH (response)
<HDr, AUTHr, Idr, SAiZ2>

(5 CREATE_CHILD_SA (request)

® CREATE CHILD SA(response)

(7 INFORMATIONAL (request)

INFORMATIONAL (response)

Fig. 1. An example of IKE v2 session

N2
-0,
N
o
~
>

g3 duE]E:)E GssEA, Aw 3
771 (PSK: Pre-shared key) W4 == t]#]
A Ao 7 o] FojRlt
CREATE_CHILD SA w3 3L F 711 &
Aol we} AR A WA= 7)€ IKE SAE Al
2 IKE SAZ 7JAlsk= 7oy, F dAle A=

al

Table 1. Notation of IKE v2

Notation Meaning
HDr IKE header
i [nitiator
r Responder
AUTHa Authentication payload of
user a
SAa [Psec SA of user a
KFa Diffie-Hellman public key of
user a
Na nonce of user a
Ida Identification of user a
gMir Diffie-Hellman shared key
m|s concatenation of m and s
Enc(k. mse) symmetrifsfnngmgs);i}(in of msg
pseudorandom function of
prf(k. mse) msg using key k

<+ CHILD SAE AA3AY 71 CHILD SAE
e Ao},

INFORMATIONAL #3He 05F Ex] wi
A 28, IPsec VPN 2E5 x| 3A4AHA &
olal A&l o2 ARg-ghcl,

B ZeAe IKE v2el4 IKE_SA_INIT=
IKE_AUTH 23t #p4ollA o] Feix&= AAd7] A
A A A A el AAE 7)Ed
Table 1.& ©]% A3t IKE v2 %719 vhehiic},

tlo =

2.1 IKE_SA_INIT

IKE v2ellA AlAd7]I+= Fig. 13 #o] IKE_SA_
INIT(®, @) 23t 34 o]F A4}, Initiator
= @O IKE_SA_INIT #HAA| ol b5 dwe&s E
Fsl= SAi¢t &7 Diffie-Hellman ¥717] KEi,
% NiZ Responderdl A 43k} Responder
= Initiator7} Alge s daEE Felld AL
bt AE AddEa o]F Edsl=  SArd
Diffie-Hellman 3717] KEr, %% Nr< Initia-
torollAl A%ghel. o] #A4olA Initiatore} Res-
ponder+= A& w4 Ni, Nr¥ Diffie-Hellman
3 7], PRF(pseudorandom function)< ©]-%
sled, SKEYSEEDE Al4kaic}.

ol

oo

SKEYSEED = prf(Ni|Nr, g™ir)
o] %, Ad7]= SKEYSEEDE ©]8-3te Axlgict.

{SK_d|SK_ail|SK_ar|SK_ei|SK_er|SK_pi| SK_pr}
= prf+(SKEYSEED, Ni | Nr | SPIi | SPIr)

ches e

e

714, prf+ g4

pri+(K, 8) = T1 | T2 | T3 | T4

T1 = prf(k, s| 0x01)

T2 = prf(k, T1 | s | 0x02)
T3 = prf(k, T2 | s | 0x03)
T4 = prf(k, T3 | s | 0x04)

Z N9 AAZI7E A=A, o] F SK de <
Z #Ho]2=(AUTH payload)$ CHILD SA A
Aol Aastn] SK ei, SK erd dlolg] k33l
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ARgEIT) SK ai, SK are ¢rs3lsl dog e=
of a3l SK pi, SK pr& ¢l Hojg2= YA
o ARg-Er}

2.2 IKE_.SA_AUTH

IKE_AUTH 23t A= AMHA A3 <ls
3} CHILD SAE 73743]—1:]— AHgA} AbE QlZe A}
A E71(PSK) m=x= YAY Aw vlAl o7 o]Fo]
Atk B =R A 247 vl Als ,l
o] 7uksle] Mgt} 9l= Fo|RE AL ¢
+ IKE SA INIT X3t Ao ==t
INE_SA_INIT ®AA 9} W=, A7) A 367
5ol D83y, AUTH A4t WA ofefje} 2t}

octet = IKE_SA_INIT|Nonce|prf(SK_p, Id)
AUTH = prf(prf(PSK, “Key Pad for
IKEV?2"), octet)

webA] | Initiatore] AUTHi=

octetl = MIKE_SA INIT|Nr|prf(sk_pi, Idi)
AUTHI = prf(prf(PSK, “Key Pad for
IKEv2"), octet_i)

o]n] Responder® AUTH r&

octetr = @IKE_SA INIT|N i|prf(sk_pr, Idr)
AUTHr = prf(prf(PSK, “Key Pad for
IKEv2"), octetr)

olgA Aiksel A= IKE_AUTH wAA¢
AUTH payload® A<},

IKE_AUTH wAAl& IKE_SA_INIT 3k 3}
Aol AAE g5 duE|Z AR 53
o WA FAA Q1SS 918 MAC Tag®
7 A=t

. IKE v2 &4

2 Ao A= dxHe MESZ A
Wiresharkel# IKE v2& #43}
s ARt o2 g8 4 AF
AR A IS ARl o] F

>£
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Fﬂ °1—f H‘I
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gno«r

resharkol

7HAlE @A el a4 3t

3.1 4

il

B2 7Y

IKE v2 +4& $1& A3 3742 Fig.29} 3ol
Windows 10 2~E PC Aol VMware 15 pro
£ ol&3te MRS FAEe Ubuntu 20.04
$AAA}  oE4A~  IPsec VPN  £34
StrongSwan 5.8.2% At vEYa+=
VMwareolA Al3-38l= 7}/‘L W E A (VMnet) 2
T e, A WE ot 3 VML
VM2+% VMnetlell /Hi aAzsta, VM19 Wi
U EY)ZE VMnetll, VM29 W% vEYaE
VMnet10e] Z+7t 4319itl. VMnetd] 745 HE
=z s Be} Fo] FA87|ol Wiresharke T2E
PCell Axslsict. 7P3Hde]l obd AAl IPsec
VPN A28 Aolel]l Wiresharks Ax3 74 ~

Host PC
0S : Windows 10
192.168.1.1

VM 1 VM 2

StrongSwan 5.8.2 StrongSwan 5.8.2
id : moon.strongswan.org id : sun.strongswan.org

0S : Ubuntu 20.04 0S5 : Ubuntu 20.04

102.168.11.1 192-168.1.128 192.168.1.130 15.168.10.1

VM net
: VMnet11l vMnet1 VMnet10

llu 168.11.0/24

Fig. 2. IKE v2 Experimental environment

config setup

conn %default
ikelifetime=60m
keylife=20m
rekeymargin=3m
keyingtries=1
authby=secret
ike=aes256-sha256-modp1024
keyexchange=ikewv2
mobike=no

conn net-net

left=192.168.1.128
leftsubnet=192.168.11.1/24
leftid=@moon.strongswan.org
right=192.168.1.138
rightsubnet=192.168.10.1/24
rightid=@sun.strongswan.org
auto=add

Fig. 3. Configuration of StrongSwan IPsec VPN
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Source Destination Protocol  Lengtt Info

192.168.1.128 192.168.1.130 ISAKMP 1086 IKE_SA INIT MID=0@ Initiator Request
192.168.1.130 192.168.1.128 ISAKMP 386 IKE_SA_INIT MID=00 Responder Response
192.168.1.128 192.168.1.130 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
192.168.1.130 192.168.1.128 ISAKMP 282 IKE_AUTH MID=01 Responder Response

Fig. 4. IKE v2 message exchange for tunnel in
Wireshark

A9 2E v J)e =E AL VEY= 9 #F
H|E o]83le] Ao} g},

StrongSwan< Site-to-Site ¥WAlo® AA s}
gom Ak AAL Fig .33 2} ¥
#71(authby=secret) el IKE WA
IKE v2(keyexchange=ikev2) & AA3s}gic}.

[Psec VPN BE& AASIL o]& TAE PCo
A28 Wireshark® = #AS #elsbd Fig.49}
#Zom [KE SA INIT# IKE AUTH x3 34
< 53 el AAEHAUSS FF £ ook o]
o, VM1& Initiator®, VM2+ Responder®
F2rskaict

Qe A F

3.2 WiresharkZ 0|28t £4

Wireshark+ Tcpdump(15)9F 37 sx4ql
WEY T EAETFo|n, VEHT A4 &4, ~ZE
o 2 T4 ZREZ P g 3§ S e &4
Z2 9lth. Wiresharke IKE v2 #ub ohz}
TCP/UDP, SMTP, SIP 5 tjefgt B4l =2 &
= A& A

IKE_SA_INIT ™A= Fig.5¢} o] IKE &
], SA, KE, Nonce 522 A}

IKE_SA_INIT 2% A& A% ¥ Initiator
9} Respondere 3 Q&S Ak,
Diffie-Hellman 7] ARE o]fsle] AA7]E A
Azt o]% wdEE IKE_AUTH FAAE
Wiresharkell4 #elstd Fig.63 %] IKE 3t
o]F Ho|lrr= tastEe] A HRE g
ATk olut ofeE} o]F FAlEl= CREATEL
CHILD_SA, INFORMATIONAL ®lA1#] =3k
d53l=Eo] Wireshark@2E 2 W45 gelgd 4
Sk AR Wireshark®s IKE_AUTHS} 2]
gs3tel IKE v2 "WAAlE 4% 4 e 75S
Awget. ol& SlsiA= IKE st SPI, ZA=
ds U FAA duelE AA7I(SK er, SK er,
SK_ai, SK_ar)& <elef g} SPI9F ¢hs 2
AA daE]l=e [KE _SA_INIT 3t xS gl

~ Internet Security Association and Key Management Protocol
Initiator SPI: 3d@3@bc3cl6B82f71
Responder SPI: 0800080880800000
Next payload: Security Association (33)
Version: 2.8
Exchange type: IKE_SA_INIT (34)
Flags: @x88 (Initiator, No higher version, Request)
Message ID: Ox080000800
Length: 1844
Payload: Security Association (33)
Payload: Key Exchange (34)
Payload: Nonce (48)
Payload: Notify (41) - NAT_DETECTION_SOURCE_IP
Payload: Notify (41) - NAT_DETECTION_DESTINATION_IP
Payload: Notify (41) - IKEV2 FRAGMENTATION SUPPORTED
Payload: Notify (41) - SIGNATURE_HASH_ALGORITHMS
Payload: Notify (41) - REDIRECT_SUPPORTED

Fig. 5. IKE_SA_INIT exchange message

v Internet Security Association and Key Management Protocol
Initiator SPI: 3d838bc3c1682f71
Responder SPI: 82aa8bb8f762df14
Next payload: Encrypted and Authenticated (46)
Version: 2.9
Exchange type: IKE_AUTH (35)
Flags: @x@88 (Initiator, Mo higher version, Request)
Message ID: Ox@8000081
Length: 352
v Payload: Encrypted and Authenticated (46)
Next payload: Identification - Initiator (35)
B... ..., = Critical Bit: Not critical
.000 POBO = Reserved: @x0@
Payload length: 324
Initialization Vector: b&6flcf3b
Encrypted Data

Fig. 6. IKE_AUTH exchange message

sto] o = gl A7) ARe fGA A
ek AAd7I= IKE v29] 718 7448 B
3171 S1g 7P F83 AHo|r]e HdstA e
7] W&ot

StrongSwan®| 7Z-%- A28 A2t Ao 2
. e Ak 1%43}040]; A7) ARE gl
= Flg 72 StrongSwan® 2 #HWS A
A F IPsec VPN Ed A4 A4 53 A
7] AReltt. Ubuntu 20.04= 7]Exe=
AppArmor 7]5°] EA3tEle] 2o 3k Ao
Ak, wEb 23 5] S M eE
AppArmor 715& v|&Adslalo} g}

WiresharkellA IKE v2el4 335 vlAx] &
+437]  $l8l4  Edit — Preferences —
Protocol — ISAKMP(IKEv2) £22 wHyFE Al
&35l Initiator's SPI, Responder's SPI,
SK ei, SK er, Encrypt algorithm, SK ai,
SK_ar, Integrity algorithm< |2 sl sfof
g},

oo

%
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.LEY‘EED bytes @ 9x7f595c001930

BD 63 7C 56 47 39 61 65 4E 17
75 78 4D AA 48 72 C1 26 1C

Sk_d secret => 32 bytes @ Ox7f595c001938
: CC 31 41 CC 94 EE 80 E5 CO B8 96 8B
92 62 3D AF 5A OF 6D 4B EB 4C 56
_al secret => 32 bytes @ 0x7f595c0025a0
: 27 F2 C5 FD 7B FD CB 20 ES F1 74 F4
6: A7 8C B6 3E 80 16 DD D4 9C B4 93 8A
secret => 32 bytes @ 0x7f595c004820
: 29 C4 16 DB 19 54 O6E 8C A2 99 06 03
90 84 63 8C 79 C2 FO 8F 85 D5 DF DD
secret => 32 bytes @ Ox7f595c004850
C2 1D 58 9E D7 B6 67 5F 09 07 FA 61
: 66 D6 61 DO DA DE BC 16 21 18 24 (B
secret => 32 bytes @ 0x7f595c004aco
: B8 D7 96 5F DD 7A D1 96 56 E4 23 E7
D8 B8 ©7 F6 12 10 3E 8B 16 F3 9D ED
i secret => 32 bytes @ Ox7f595c004ach
: 01 4B CD 78 7E 6F 5A 65 11 69 64 ED
: E6 78 9A ED BB 3D 42 Cl1 BB CE 12 56
secret => 32 bytes @ 0x7f595c004850
: 3A 08 DA AA E8 BD AC BA 4A E2 11 F5
: 53 5D 67 66 E8 81 5A 4B 3C F@ 65 67

Fig. 7. Log for session key in StrongSwan

3.3 WiresharkE& 0|28t 24 21}

N

Wiresharkell4 A& IKE_AUTH WA
Fig.83} %2 Fig.6ol4 Ecrypted Data
o] B3 3slx|e] Zpzte] dHo|lREE FHld £
wgh, otsstEl wAAe gk FAEA
Integrity Checksum Data% #aldt

|

A
L
H
RN

.

o 32
=

o
=
Py
5

%0
+

~ Internet Security Association and Key Management Protocol
Initiator SPI: 3d@3@bc3c1682f71
Responder SPI: 82aaB8bb8f762df14
Next payload: Encrypted and Authenticated (46)
Version: 2.0
Exchange type: IKE_AUTH (35)
Flags: ©x88 (Initiator, Mo higher wversion, Request)
Message ID: @x@0080081
Length: 352
~ Payload: Encrypted and Authenticated (46)
Next payload: Identification - Initiator (35)
a... ... = Critical Bit: Not critical
.00 000 = Reserved: @x880
Payload length: 324
Initialization Vector: b6flcf3b55768d9be2aed53b5524bat
Encrypted Data (288 bytes) <AES-CBC-256 [RFC36082]>
~ Decrypted Data (288 bytes)
~ Contained Data (273 bytes)
Payload: Identification - Initiator (35)
Payload: Motify (41) - INITIAL_CONTACT
Payload: Identification - Responder (36)
Payload: Authentication (39)
Payload: Security Association (33)
Payload: Traffic Selector - Initiator (44) # 1
Payload: Traffic Selector - Responder (45) # 1
Payload: Motify (41) - MULTIPLE_AUTH_SUPPORTED
Payload: Notify (41) - EAP_ONLY AUTHENTICATION
Payload: Notify (41) - IKEV2_MESSAGE_ID_SYNC_SUPP
Padding (14 bytes)
Pad Length: 14
Integrity Checksum Data: 17ed7ef6689640632946dfdelleff

Fig. 8. The result of decrypted IKE_AUTH by
Wireshark

Wiresharkell4 IKE_ATUH ®IAAE #4138 4
3} Initiator2} Responder ID, AREA} Q152 9]
gt Authentication, CHILD SA, Traffic
Selector 522 FA=E 9l skt

3.4 Wireshark stAIE

Wiresharkeld =315l IKE v2 7 #4o
7hsstet. AL ol gl A oA FrEA] FAA
< Flsldch

Wireshake IKE v2 242 S8 AlAd7] AR
7b wteA] Fasie) A AATE AlzEe] 7)Y
AR FAA BAE 913 skl R olof & 2}
Ate]7] wjtel] Al®l A} o] Qo= L] B}
shvd, 53] st=sle] ARY S Aol s
= slch

kel AA7] S A|AHo R RE] FEF S

1< Selde o At AA7IE 5
s Fofof gl =3 Wiresharke ol
AalMe 2929 2E vgd] 75 e A
A=z = e }B‘oﬁ‘)]ﬁ 5}”4 °] Foll= WES
3 7 2UE g

=

ok

H X
T A

B Aol A= [KE v2 #4¢] 9l Wiresharkz}
7= dAAS AZE 5 e AR B4 7l

3l Ak,

4.1 Hotst= 2M 7% (NIKEv2 AR: New IKEv2
Analyzer for Realtime) 72

Wireshark 3&74]7“% Astr] faiAe okt
Zre 3714 278 ukEs)of 5}1:]—

1. IPsec VPN /‘]é o 7HE AA7] IS5
3] ggofof gt}

2. " AAdei AAd7E Abs AR
gt

3. BUHY 7% #ak ozt AA=
A H 2ol e &8 7hsafo gt

glotok

n

:.EL
Y
o
offt

712 AEY= 293 2 AL = 2] dAl Ak
3l 7152 [Psec VPN A|2El Aloof|A] W EH =
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EQZm 7l=2 27 AH83te, 7z [Psec VPN A
2d A%} vEYN= 7 EH]Y o]L3e
InitiatorelA 4418+ #71& Responder®, Hit)
Z Responderol|4] $Al8E 718 Initiator® #
&3t} o]F yjuke g MITM ¥HAe® Initiator
ol Al & Responder®, ResponderelAl+=
Initiator® F2tste] AAA715 A, olgfslr]
ol Aleksh= A 712 v AlAdvkeh AAdT7IE Al
Hogie 53 Far} gk

At Aljksle e AE dFE $E
Initiator®?} Responderd ID, A Ff71%5

I glefef gk AR Ffle Alaw At dg
o=Zuk KHiteo] rhgdh, #4159 H ‘%} ka2
st 7)ol v AlAdwicl Fele] &
shark®t} &&40]c}.
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Fig. 9. Packet forwarding in Proposed method
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4.3 IKE_SA_INIT & 28

Initiatore IKE SAE 9& IKE_SA_INIT =
AA& ResponderollA] Addtct IKE_SA_INIT
A2 = 3 dueF 55 EP3= SA(security
association)¢} A7l F5 9% KE(key
exchange), Nonce 522 FA S},

Akste ¥4 71 (NIKEv2 AR)-> Initiator
9} Responder Alolelld WEY= 5 EH]A 7]
o 7o R Fig 109 22 A& 8}
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<HDr, SA1, KEL, Ni>

Q)IKE SA INIT (request)
KHDr, SAi, KEa,Ni>|

'@‘ IKE_SA_INIT (response)
kHDr, SAr, KEr,Nr>

IKE_SA INIT (respdnse)
<HDr, SAr, KEa, Nr>

®=

Calculate session keys
(SKEYSEED, SK d, SK e, SK a, SK p)

|IKE_AUTH (request)
r,Idi,AUTHi, Idr, 3RiZ2>

T KE7AUTH (request)

|

|

|

@ |
Hpr, Idi,AUTHa, Idr, .‘Ai2>:
|

I

|

|

|

|

<

-@ ] IKEigUTH (response)
<HPr,AUTHr, Idr, SAi2

|IKE_AUTH (response)
Dr,BUTHr, Idr, Saiz2

Fig. 10. Proposed method(NIKEv2 AR)
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Fig. 11. Experimental environment for NIKEv2
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OW ZAA NIKEv2 AR InitiatorZ+%-€
IKE_SA_INITS 4l8l¥, Fig. 13% o] KEE
Az AAslaL, o]& Responderdl| Al =g},

@4 = O 32 A e 2 Responder®
=¥} 4415 IKE_SA_INIT A4 Initiatore]
Al A},

QW FAH NIKEv2 AR Initiatori—k’rﬁ
IKE_AUTHE $AlsHd Fig. 143 %] o]& 5%
3}l AUTH payloadS Fig.159 #bo] w3k
% k3 3}5le] ResponderelAl A4-gkc}.

@ A= @I} 22 w2 Responder®

No. Source Destination Protocol  Lengtr Info
1/192.168.1.128 192.168.2.130 ISAKMP 1086 IKE_SA_INIT MID=0@ Initiator Request

@ 2192.168.1.128 192.168.2.130 ISAKMP 1086 IKE_SA_INIT MID=0@ Initiator Request
3192.168.2.130 192.168.1.128 ISAKMP 386 IKE_SA_INIT MID-00 Responder Response
@ 4192.168.2.130 192.168.1.128 ISAKMP 386 IKE_SA_INIT MID=0@ Responder Response
5192.168.1.128 192.168.2.130 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
6192.168.1.128 192.168.2.130 ISAKMP 363 IKE_AUTH MID=01 Initiator Request
® 7192.168.1.128 192.168.2.130 ISAKMP 363 IKE_AUTH MID=01 Initiator Request
8 192.168.1.128 192.168.2.130 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
0 102.168.2.130 102.168.1.128 ISAKMP 282 IKE_AUTH MID=01 Responder Response
10 192.168.2.130 192.168.1.128 ISAKMP 260 IKE_AUTH MID=01 Responder Response
@] 11192.168.2.130 192.168.1.128 IsAKWP 260 IKE_AUTH MID=B1 Responder Response
12 192.168.2.130 192.168.1.128 ISAKMP 282 IKE AUTH MID=01 Response

Fig. 12. Saved packet in Proposed method
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No, Source Destination Protocol  Lengtt Info .
5192.168.1.128 192.168.2.130 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
6192.168.1.128 192.168.2.130 ISAKMP 363 IKE_AUTH MID=@1 Initiator Request

v Payload: Encrypted and Authenticated (46)
Next payload: Identification - Initiator (35)
oL ... = Critical Bit: Not critical
.000 0000 = Reserved: 8x80
Payload length: 324
Initialization Vector: eff@d2fc
[ Encrypted Data ]

No, Source Destination Protocal  Lengtt Info
5192.168.1.128 192.168.20M30 ISAKMP 394 TKE_AUTH MID=81 Initiator Request
6 192.168.1.128 192.168. @ ISAKMP 363 IKE_AUTH MID=81 Initiator Request

Payload: Identification - Responder (36)
v Payload: Authentication (39)
Next payload: Security Association (33)
Q... ... = Critical Bit: Not critical
.000 0000 = Reserved: @x88
Payload length: 40
Authentication Method: Shared Key Message Integrity Code (2)
Reserved: 80002¢
Authentication Data: lccdbb9e5e9943e3564@8b3cc3fc/be3d39137773e0286d4caaa)
Payload: Security Association (33)

Fig. 13. Generate KE and replace IKE_SA_INIT

No, Source Destination Protocol  Lengtt Info
7 192.168.1.128 192.168.2.130 ISAKMP 363

E_AUTH MID=01 Initiator Request
8§ 192.168.1.128 192.168.2.130 ISAKMP 394 IKE_AUTH MID-01 Initiator Request

v Payload: Authentication (39)
Next payload: Security Association (33)
e... ... = Critical Bit: Not critical
.@0@ 0008 = Reserved: 8x88
Payload length: 48
Authentication Method: Shared Key Message Integrity Code (2)
Reserved: 000000
Authentication Data: 8c4827d746e35¢6720382acc2f50769650d7e9f9d421c7eaecd]
Payload: Security Association (33)

do.  Source Defhation Protocol  Lengtt Info
7 192.168.1.128 19§8168.2.130 ISAKMP 363 IKE_AUTH MID=01 Initiator Request
8192.168.1.128 1988168.2.130 ISAKMP | 394] IKE_AUTH MID=81 Initiator Request

v Payload: Encryptdl and Authenticated (46)
Next payload: Mentification - Initiator (35)
B... ... = ical Bit: Not critical
.000 0000 = ReMlirved: @x08
Payload lengthil324
Initializatio ctor: effBd2fc
| Encrypted Data |

Fig. 14. Decrypted payload of received
IKE_AUTH from Initiator

e A IKE_AUTH HAAE
A},

Initiatorel 7l

A% AE E3 Initiatore} Responder ID
o} 9152 913 AR F7Iw @ glebd Alekele
24 71 (NIKEv2 AR)-2 Al2~®lozie] A4d7)
35 Jlolx IKE v2& AAZE #4385 9o}

4.6 &

Ay Ads F8 Atk £4 712 IKE v2
ZIEZY BE 7l s A L
Wiresharke] 7H& sHAAS E,L%%W Holo)
Wireshark®] A disf A

vho}h fejal Hgke R AlA7E E}iﬁﬂ"]ﬁ iz @
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Mo,  Source Destination Protocol  Length Info
- 1192.168.1.128 192.168.2.130 ISAKMP 1086 IKE_SA INIT MID-6@ Initiator Request
2192.168.1.128 192.168.2.130 ISAKMP 1086 IKE_SA_INIT MID=0@ Initiator Request

Payload: Security Association (33)

~ Payload: Key Exchange (34)
Next payload: Nonce (40)
0... ... - Critical Bit: Not critical
.00 0000 - Reserved: 0x80
Payload length: 136
DH Group #: Alternate 1024-bit MODP group (2)
Reserved: 0000

Pavload: Nonce (4@)

Mo, Source Destination Protocal t Info
1192.168.1.128 192.168.2.130 ISAKMP 6 IKE_SA_INIT MID=0@ Initiator Request
2192.168.1.128 192.168.2.130 ISAKMP 6 IKE_SA_INIT MID=06 Initiator Request

Payload: Security Association (33)
v Payload: Key Exchange (34)

Next payload: Nonce (40)

)

.00 @000 = Reserved: @x00

Payload length: 136

DH Group #: Alternate 1024-bit MODP JMoup (2)
Reserved: 0000

Key Exchange Data: 372945d9cee@ff8c206a61815a63d87053afaabad78baa30520f2a62a7|

Payload: Nonce (48)

Fig. 15. Replacement AUTH payload and
encryption of IKE_AUTH payload
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